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Information Technology Infrastructure INFO-1 

Performance 
Characterization 

Performance measures were substantially reduced in the Information 
Technology area for FY 2003 as a result of DOE’s Best Practices Study and 
changing DOE priorities.  Two performance measures remain in the area, 
which is now called Information Technology Infrastructure: Customer 
Satisfaction and Protected Computer Environment.  Customer Satisfaction is 
a mature measure, which has been in place since 1999.  The Protected 
Computer Environment is a new measure for cyber security, which moves 
from compliance to performance measurement.  Both measures meet the 
Outstanding performance criteria. 
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Performance 
Objective #1 

Information Technology Infrastructure. The Laboratory provides information 
technology infrastructure and services by meeting customer requirements and 
providing a protected computing environment that serves the open scientific 
mission of the Laboratory. (Weight = 100%) 
 

Summary 
 

The Information Technologies and Services Division (ITSD) Help Desk 
continues to sustain a high level of customer satisfaction and service in all 
measured areas.  The average customer-satisfaction responses increased to 
9.68 (Outstanding), the number of “bad tickets” (those receiving a survey 
score of 5 or less) decreased to 4.65% (Outstanding), and the percent of calls 
handled by the Help Desk increased to 65.8% (Excellent). 

The Berkeley Lab Computer Protection Program (CPP) met the standard for 
an Outstanding performance rating.  CPP monitored damage and 
vulnerabilities, promoted awareness of responsibility, and deployed 
countermeasures based on cost and risk and evaluated by return on 
investment (ROI).  Vulnerabilities were addressed. Line management and 
individual staff were made aware of vulnerabilities and accepted residual 
risk. Laboratory monitoring and risk-assessment practices demonstrated 
progress toward a “validated systems” approach to performance. 

Successes/ 
Shortfalls 

• Systems that allow ITSD to measure Help Desk effectiveness have 
now been in place for almost five years.  This measurement process 
is mature and reliable.  As a result, a great deal of data exist that are 
used to make course corrections when needed.  In addition, the 
Laboratory looks forward to technologies and approaches that can 
enhance the solid base that has been created. 

• CPP reviews and evaluates incidents weekly, identifying damages 
and calculating costs. CPP monitors vulnerabilities by continuously 
observing network activity through its intrusion detection system 
(BRO). CPP also scans the Laboratory’s networks for vulnerabilities 
monthly, or more frequently as needed, for vulnerabilities associated 
with emerging exploits.  

• CPP informs line management of vulnerabilities and associated 
protection issues through the Computer Protection Implementation 
Committee (CPIC).  Cyber-security bulletins and alerts are 
distributed, and awareness is promoted through training and 
institutional communications. The Integrated Safeguards and 
Security Management (ISSM) Self-Assessment Survey provided 
additional awareness this year. 
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 • Total program costs, including damages, have been minimized, and 
preventive measures have been adapted to the ever-changing threat 
environment. Each cyber-protection countermeasure is evaluated and 
rated for its effectiveness based on cost and risk, and is measured by 
ROI. 

• Vulnerabilities have been addressed. Monitoring data, including scan 
data, have been used to inform line management, to adjust protection 
and awareness of individual responsibility, and to improve the risk-
assessment model.  ISSM Self-Assessment provided information on 
protection and vulnerabilities to line management and individual 
staff; this information improved awareness of vulnerabilities and 
residual risk. 

• Laboratory monitoring and risk-assessment practices demonstrate 
progress toward a “validated systems” approach to performance.  
During the rating period, Berkeley Lab deployed a pilot system 
called NETS to gather systems information from a variety of sources 
within the Laboratory.  NETS is based on the premise that collecting 
network information from multiple existing network sources, 
analysis of this information in near real time, and automatic 
adaptation of the network defense to guard against attack are the best 
approaches to validated systems.   

• In addition, CPP participated in the development and monitoring of 
the ISSM Survey during the rating period, increased its technical 
Computer Security Training, and uncovered a vulnerability 
heretofore unknown to DOE sites, which resulted in action 
throughout the DOE complex and an investigation led by the DOE 
Inspector General’s (IG) Cyber Crimes Unit. 

 

Supporting Data Average Help Desk customer-satisfaction ratings from 1999 through 2003 
show steady improvement in all four individually measured areas, as well as 
in the customers’ overall assessment of our efforts.  Each customer who 
submits a request receives a Web-based survey, which evaluates the quality 
of service provided by the Help Desk.  The results have leveled off, with the 
overall measurements increasing just slightly. In 1999, the first year a 
central Help Desk was formed, ratings were low; since then, an increase in 
each of the survey areas has been observed, indicating that we have 
successfully improved our level of service. 
 

• 
• 
• 
• 

Berkeley Lab Cyber Security Self-Assessment, September 24, 2002 
ISSM Self-Assessment 
CPP Weekly Incident Reports 
Scanning Results Web site 
(http://www.lbl.gov/ITSD/Security/Scans/) 
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Objective #1  
Criterion 1.1 

Customer Satisfaction: Evaluation of the degree to which the Laboratory’s IM 
products and services meet customer requirements. (Weight = 50%) 
 

Objective #1  
Criterion 1.1 
Performance  
Measure 1.1.a 

Level of Customer Service: Evaluation of customer service reviews and 
implementation of activities toward improvement. (Weight = 50%) 

Assumptions: 

1. Measurement deliverable: results of the customer service metrics. 
2. The agreed-to Information Management areas to be addressed by this 

Performance Measure: 
• CIS–Desktop Support 
• Average satisfaction overall from Help Desk ticket survey — stable above 

9.0 out of 10 or increasing  
• Percent of tickets with response to any survey question of 5 or lower out 

of 10 — decreasing  
• Percent of help tickets resolved by Help Desk at “first touch” — increasing  

Gradient: 

Unsatisfactory: No results are demonstrated, and little or no effort is expended 
in establishing effective processes toward achievement of the Performance 
Measure. 
Marginal: Results fall short of expectations for the “Good” gradient; however, 
some effort is made to establish effective processes 
Good: A systematic approach exists to the measurement of customer service.  
Evidence exists of meeting commitments to customer’s requirements. 
Excellent: Cost-effective and/or innovative approaches exist to measuring 
customer satisfaction, customer involvement throughout life cycle of information 
management activities, and evidence of improvement in customer service. 
Outstanding: Sustained high level of customer service. 
 

Performance  
Measure Result 

The results of these measurements indicate that ITSD continues to maintain 
a high level of customer service in all areas: 3,637 Laboratory customers 
used the service from July 2002 through June 2003, generating 19,779 
requests for help that resulted in a ticket.  In any given month, over 1,000 
different users have reason to contact us.   

The average customer-survey response continues to increase slightly to 9.68 
(which is rated Outstanding); the number of “bad” tickets continues to 
decrease to 4.65% (Outstanding); and the percent of calls handled by the 
Help Desk increased to 65.8% (Excellent). 
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Successes/ 
Shortfalls 

Systems that allow ITSD to measure its effectiveness have now been in 
place for almost five years, resulting in a mature and reliable measurement 
process that has generated a great deal of data, which the Laboratory uses to 
make course corrections when needed.  In addition, Berkeley Lab now looks 
forward to technologies and approaches that can enhance this solid 
measurement foundation.  

Supporting Data 

 

Help Desk customer service is assessed by each customer who submits a 
request for help. When the problem is resolved, an automatic confirmation is 
sent to the user via e-mail. Contained in the message is a link to a Web-
based survey, which asks the customer to assign a value from 0 to 10 (10 
being the highest) to four specific questions and an overall evaluation of the 
services they received.  In 1999, the first year a central Help Desk was 
formed, ratings were low.  Since then, an increase in each of the five areas 
has been observed, indicating that the effort to improve our level of service 
has been successful.  

Average customer-satisfaction ratings from 1999 through 2003 show steady 
improvement in all four assessment areas, as well as in customers’ overall 
assessment of our efforts.  The results have leveled off, with the overall 
measurements increasing just slightly. 

At this time, it is unnecessary to invest in the resources necessary to make 
major improvements in these assessment areas, as they are already marked 
by high levels of performance; it is more important to maintain these levels 
of satisfaction and to continue improving Help Desk customer service rather 
than to expect significant change.   
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Performance Measure 1.1.a (1)

Customer Satisfaction
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Very few customer surveys indicated a serious problem: 4.65% of tickets 
for which a survey was returned were classified as “bad,” which is an 
improvement from the prior year. 

 
Summary Statistics 

Period % Surveys 
99–00 7.9 
00–01 6.2 
01–02 5.3 
02–03 4.65 
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Performance Measure 1.1.a (2)

Bad Tickets
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Monthly call-resolution rates for the Help Desk averaged approximately 
65.7%, maintaining a high level of performance.  Lack of turnover in the 
Help Desk staff, continued emphasis on internal training, and a better 
electronic knowledge base are responsible for the improvement. 

 
Summary Data 

Period Percent Resolved 
99–00 46.5 
00–01 55.0 
01–02 65.7 
02–03 65.9 

Performance Measure 1.1.a (3)

First Touch Resolution
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Objective #1  
Criterion 1.2 

Protected Computer Environment (Weight = 50%) 
 

Objective #1  
Criterion 1.2 
Performance  
Measure 1.2.a 

Protected Computer Environment: Evaluation of the effectiveness of the 
Laboratory’s Cyber Protection Program (CPP) in providing a protected computing 
environment by deploying cyber protection measures based on cost and risk. 
(Weight = 50%) 
 
Assumptions: 

1. CPP develops quantifiable assessment data. 
2. CPP deploys effective countermeasures based on cost and risk using the 

Laboratory’s risk-assessment model. 
3. CPP monitors damage, identifies and addresses vulnerabilities, promotes 

awareness and responsibilities, and informs line management.   

Gradient: 

Unsatisfactory: No results are demonstrated, and little or no effort is expended 
in establishing effective processes toward achievement of the Performance 
Measure. 
Marginal: Results fall short of expectations for the “Good” gradient; however, 
some effort is made to establish effective processes. 
Good: A systematic approach to monitoring damage, vulnerabilities, and 
awareness is deployed.  Evidence that monitoring data from the risk-
assessment model is used to inform line management of protection issues. 
Vulnerabilities are addressed. 
Excellent: Monitoring damage, vulnerabilities, and awareness leads to the 
improved deployment of countermeasures that are evaluated by return on 
investment (ROI). Total program costs, including damages, are minimized. 
Vulnerabilities are addressed. Monitoring data are used to inform line 
management, to adjust protection and individual awareness, and to improve the 
risk-assessment model. 
Outstanding: Monitoring damage, vulnerabilities, and awareness of 
responsibility leads to the improved deployment of countermeasures that are 
evaluated by return on investment (ROI). Total program costs, including 
damages, are minimized, as preventive measures are adapted to the ever-
changing threat environment. Vulnerabilities are addressed. Monitoring data are 
used to inform line management, to adjust protection and awareness of 
individual responsibility, and to improve the risk-assessment model. Line 
management and individual staff are aware of vulnerabilities and accept 
residual risk. LBNL monitoring and risk-assessment practices demonstrate 
progress toward a “validated systems” approach to performance. 
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Performance  
Measure Result 

CPP meets the standard for an Outstanding performance rating.  CPP 
monitors damage, vulnerabilities, and awareness of responsibility, all of 
which lead to the improved deployment of countermeasures that are 
evaluated by ROI. Total program costs, including damages, have been 
minimized, and preventive measures have been adapted to the ever-changing 
threat environment. Vulnerabilities have been addressed. Monitoring data 
have been used to inform line management, to adjust protection and 
awareness of individual responsibility, and to improve the risk-assessment 
model. Line management and individual staff are aware of vulnerabilities 
and accept residual risk. Laboratory monitoring and risk-assessment 
practices demonstrate progress toward a “validated systems” approach to 
performance. 

Successes/ 
Shortfalls 

 

• CPP monitors damage.  Incidents are reviewed and evaluated weekly, 
identifying damages and calculating costs. CPP develops quantifiable 
assessment data based on a methodology that relies on actual and 
projected costs of protection.  For example, the nominal and probable 
damage expected from each type of cyber-security incident is 
described in the periodic CPP Self-Assessments. (See Berkeley Lab 
Cyber Protection Program Self-Assessment, September 24, 2002, 
Appendix B, Tables B1–B3.)  Actual incident costs are accumulated 
weekly and throughout the year so that realistic costs can be 
attributed to the incidents and to the risk-management process.   

• CPP monitors vulnerabilities by looking at network activity 
continuously through BRO, which has been in operation 24/7 since 
1996 and sees each packet traversing the network boundary.  CPP 
also scans the Laboratory’s networks for vulnerabilities monthly, or 
more frequently as needed, for vulnerabilities associated with 
emerging exploits. Protective measures such as port blocking are 
implemented, as determined by scanning results and warnings from 
BRO.  

• CPP, through CPIC, informs line management of vulnerabilities and 
associated protection issues.  Cyber-security bulletins and alerts are 
distributed.  Awareness is promoted through Today at Berkeley Lab, 
In the Loop, Level One Policy and Procedures distribution, New 
Employee Orientation, and computer-training classes.  In FY 2003, 
additional awareness was provided by the ISSM Self-Assessment 
Survey, which was completed by more than 3,800 Berkeley Lab staff. 
ISSM results were briefed to senior management, and the final report 
is in draft.  In addition, CPP expanded its technical training program.  
As of July 30, 2003, 211 staff received technical training (as opposed 
to 184 in FY 2002), including 19 from Lawrence Livermore National 
Laboratory, Stanford Linear Accelerator Center, or the Department 
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of Energy/Oakland Operations Office. 

• Total program costs, including damages, are minimized, and 
preventive measures are adapted to the ever-changing threat 
environment. CPP deploys effective countermeasures based on cost 
and risk using the Laboratory’s risk-assessment model.  Each cyber- 
protection countermeasure is evaluated and rated for its effectiveness 
based on cost and risk, and is measured by ROI.  Other quantifiable 
data include the effectiveness of each countermeasure, the numbers 
of blocked and unblocked incident types, the estimated effectiveness 
of each Laboratory countermeasure, damage incurred and damage 
avoided, and ROI for each countermeasure and for the program as a 
whole. (See Berkeley Lab Cyber Protection Program Self-
Assessment, September 24, 2002, Appendices C and D.) 

• Vulnerabilities are addressed.  Host-level vulnerabilities are patched 
by users or system administrators with the assistance of CPP, or the 
hosts are blocked from Internet access until remediation is complete.  
Remediation of vulnerabilities is also accomplished through 
network-level activities such as port blocking.  Monitoring data, 
including scan data, are used to inform line management, to adjust 
protection and awareness of individual responsibility, and to improve 
the risk-assessment model.  Network vulnerability scans are 
conducted quarterly; targeted scans for specific vulnerabilities are 
done monthly; and ad hoc scans are completed as necessary. Results 
are posted on the Computer Protection Program home page at 
http://www.lbl.gov/ITSD/Security/Scans/.  Password cracking is 
done routinely, and the results are passed on to division computer- 
protection liaisons for action.  ISSM Self-Assessment, which 
improved awareness of vulnerabilities and residual risk, provided 
information on protection and vulnerabilities to line management and 
individual staff. 

• Berkeley Lab monitoring and risk-assessment practices demonstrate 
progress toward a “validated systems” approach to performance.  
Validated systems assure that systems are operating correctly and 
that they have appropriate security measures in place.  By closely 
monitoring systems in real time, CPP can ensure that only validated 
systems are operating.   

During the rating period, Berkeley Lab deployed a pilot system 
called NETS to gather systems information from a variety of sources 
within the Laboratory.  NETS is based on the premise that collecting 
network information from multiple existing network sources, 
analyzing this information in near real time, and adapting the 
network defense automatically to guard against attack are the best  

http://www.lbl.gov/ITSD/Security/Scans/
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• 

• 
• 
• 
• 

 
approaches to validated systems.  In this way, the network can adapt 
to new, unknown threats, yet continue productive interactions with 
an open Internet environment.  It is the Laboratory’s vision that the 
network solely collects information about traffic, data, connections, 
and other parameters.  Based on this information, suitable changes to 
the network architecture have been made to protect connected hosts. 
This protection does not depend on the state or software of the hosts, 
meaning that even if a rogue computer is attached to the network 
without permission or appropriate security checks, the network will 
automatically isolate it and keep it from becoming a vulnerability to 
the system as a whole. As NETS matures, it will show an increasing 
percentage of validated Laboratory systems. 

• In addition, CPP participated in the development and monitoring of 
the ISSM Survey during the rating period.  

CPP also uncovered a major vulnerability heretofore unknown to 
DOE sites, which resulted in action throughout the DOE complex 
and an investigation led by the DOE IG Cyber Crimes Unit. 
 

Supporting Data Berkeley Lab Cyber Security Self-Assessment, September 24, 2002 
ISSM Self-Assessment 
Weekly incident reports 
Scanning Results Web site http://www.lbl.gov/ITSD/Security/Scans/ 
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